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FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote international
co-operation on all questions concerning standardization in the electrical and electronic fields. To this end and in
addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Reports,
Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC Publication(s)”). Their
preparation is entrusted to technical committees; any IEC National Committee interested in the subject dealt with
may participate in this preparatory work. International, governmental and non-governmental organizations liaising
with the IEC also participate in this preparation. IEC collaborates closely with the International Organization for
Standardization (ISO) in accordance with conditions determined by agreement between the two organizations.

The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence between
any IEC Publication and the corresponding national or regional publication shall be clearly indicated in the latter.

IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

All users should ensure that they have the latest edition of this publication.

No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and expenses
arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC Publications.

Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of patent
rights. IEC shall not be held responsible for identifying any or all such patent rights.

International Standard IEC 62481-1-1 has been prepared under technical area 8: Multimedia
home systems and applications for end-user network, of IEC technical committee 100: Audio,
video and multimedia systems and equipment.

This third edition cancels and replaces IEC 62481-1 published in 2013 and constitutes a
technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a)

b)
c)
d)

removal of Bluetooth, printers (DMPr, +PR1+ and +PR2+), Mobile Digital Media Uploader
(M-DMU), Mobile Digital Media Downloader (M-DMD), Mobile Network Connectivity Function
(M NCF) and Media Interoperability Unit (MIU);

removal of CEA2014 guidelines (RUISRC, RUISINK, RUICTRL, RUIPL);
addition of IPv6;
heading levels adjusted to be no deeper that heading level 5.
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The text of this standard is based on the following documents:

CDV Report on voting
100/2730/CDV 100/2880/RVC

Full information on the voting for the approval of this International Standard can be found in the
report on voting indicated in the above table.

This document has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all parts of IEC 62481 series, published under the general title Digital living network
alliance (DLNA) home networked device interoperability guidelines, can be found on the IEC
website.

The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under "http://webstore.iec.ch" in the data related to
the specific document. At this date, the document will be

e reconfirmed,

e withdrawn,

e replaced by a revised edition, or

e amended.

A bilingual version of this publication may be issued at a later date.

IMPORTANT - The 'colour inside’' logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct understanding
of its contents. Users should therefore print this document using a colour printer.
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INTRODUCTION

Overview

Consumers are acquiring, viewing, and managing an increasing amount of digital media (photos,
music, and video) on devices in the consumer electronics (CE), mobile device, and personal
computer (PC) domains. Consumers want to conveniently enjoy that content, regardless of the
source, across different devices and locations in their homes. The digital home vision integrates
the Internet, mobile, and broadcast networks through a seamless, interoperable network, which
will provide a unique opportunity for manufacturers and consumers alike. In order to deliver on
this vision, it was recognized that a common set of industry design guidelines would be required
to allow companies to participate in a growing marketplace, leading to more innovation,
simplicity, and value for consumers.

The Digital Living Network Alliance answered this challenge by taking the initiative to develop a
workable framework for interoperable product design. The DLNA Home Networked Device
interoperability guidelines have been created in a unique cross-industry effort that combined the
efforts of over 100 consumer electronics, PC-industry and mobile device companies from
around the world that worked together with the aim of achieving the world's first substantial
platform for true interoperability between personal computer and consumer electronic devices.
The interoperability guidelines provide product developers with a long-term architectural view,
plus specific guidance for IP-networked platforms, devices and applications in the home. The
interoperability guidelines will be introduced in phases over several years to accompany the
market adoption of usages and the availability of needed technology and standards.

The interoperability guidelines that are the object of this document are based on an architecture
(see Clause 4) that defines interoperable components for devices and software infrastructure. It
covers physical media, network transports, device discovery and control, media management
and control, media formats, media transport protocols, and remote user interfaces. Table 1
shows a summary of the key functional components and technology ingredients that are covered
by these interoperability guidelines.

Table 1 — Key technology ingredients

Functional components Technology ingredients

Connectivity Ethernet, IEEE 802.11 (including Wi-Fi Direct), MoCA,
HD-PLC, HomePlug-AV, and HPNA

Networking IPv4 suite, IPv6 suite

Device discovery and control UPnNP device architecture

Media management and control UPnP AV, EnergyManagement, DeviceManagement

Media formats Required and optional format profiles

Media transport HTTP (mandatory), HTTP adaptive delivery (DASH) and
RTP

Remote User Interfaces HTML5, RVU

Device profiles CVP-2

The protocols defined in this standard are based on the DLNA interoperability guidelines version
4.0. Device implementations advertise adherence to the protocols selecting value 4.0 in the
fields and flags designed to expose the DLNA protocol version.
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The interoperability guidelines are intended for the following audiences:

e marketing professionals who specify requirements for home networked media products;
e developers who design and build home networked media products;
e quality assurance personnel who test and validate home networked media products.
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DIGITAL LIVING NETWORK ALLIANCE (DLNA) HOME
NETWORKED DEVICE INTEROPERABILITY GUIDELINES -

Part 1-1: Architecture and protocols —
Core architecture and protocols

1 Scope

This part of IEC 62481-1, the DLNA guidelines series, specifies the core architecture and
protocols of DLNA implementations.

The interoperability guidelines consist of five parts covering Architecture and Protocols, Media
Formats, Link Protection, DRM Interoperability Systems and Device Profiles. This part of the
DLNA guidelines provides vendors with the information needed to build interoperable networked
platforms and devices for the digital home. The necessary standards and technologies are now
available to enable products to be built for networked entertainment-centric usages. However,
standards and technologies need to be clarified and options limited to ensure interoperability.
The five parts of the DLNA Home Networked Device interoperability guidelines fulfill that role.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies.
For undated references, the latest edition of the referenced document (including any
amendments) applies.

IEC 60169-24, Radio-frequency connectors — Part 24: Radio-frequency coaxial connectors with
screw coupling, typically for use in 756 ohm cable distribution systems (Type F)

IEC 62481-2:2017, Digital living network alliance (DLNA) guidelines — Part 2: Media Format
Profiles

IEC 62481-3:2017, Digital living network alliance (DLNA) guidelines — Part 3: Link protection
IEC 62481-8:2017, Digital living network alliance (DLNA) guidelines — Part 8: Diagnostics

IEC 62481-10:2017, Digital living network alliance (DLNA) guidelines — Part 10: Low Power
Model

ISO/IEC 13818-1:2000, Information technology — Generic coding of moving pictures and
associated audio information: Systems

ISO/IEC 13818-2, Information technology — Generic coding of moving pictures and associated
audio (MPEG): Video

ISO/IEC 13818-9, Information technology — Generic coding of moving pictures and associated
audio information — Part 9: Extension for real time interface for systems decoders, International
Standards Organization

ISO/IEC 29341-1:2011, Information technology — UPnP Device Architecture — Part 1-1: UPnP
Device Architecture
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ISO/IEC 29341-1-2:2016, Information technology — UPnP Device Architecture — Part 1-2: UPnP
Device Architecture Version 2.0

ISO/IEC 29341-3-2, Information technology — UPnP Device Architecture — Part 3-2: Audio Video
Device Control Protocol — Media Renderer Device'

ISO/IEC 29341-20-3, Information technology — UPnP Device Architecture — Part 20-3: Audio
Video Device Control Protocol — Level 4 — Media Server Device2

ISO/IEC 29341-20-10:2011, Information technology — UPnP Device Architecture — Part 20-10:
Audio Video Device Control Protocol — Level 4 — Audio Video Transport Service?2

ISO/IEC 29341-14-11, Information technology — UPnP Device Architecture — Part 14-11: Audio
Video Device Control Protocol — Level 3 — Connection Manager Service?

ISO/IEC 29341-20-12:2016, Information technology — UPnP Device Architecture — Part 20-12:
Audio Video Device Control Protocol — Level 4 — Content Directory Service?

ISO/IEC 29341-3-13, Information technology — UPnP Device Architecture — Part 3-13; Audio
Video Device Control Protocol — Rendering Control Servicel

ISO/IEC 29341-4-2, Information technology — UPnP Device Architecture — Part 4-2: Audio Video
Device Control Protocol — Level 2 — Media Renderer Device3

ISO/IEC 29341-4-3, Information technology — UPnP Device Architecture — Part 4-3: Audio Video
Device Control Protocol — Level 2 — Media Server Device4

ISO/IEC 29341-4-4, Information technology — UPnP Device Architecture — Part 4-4: Audio Video
Device Control Protocol — Level 2 — Audio Video Data Structures3

ISO/IEC 29341-4-10, Information technology — UPnP Device Architecture — Part 4-10: Audio
Video Device Control Protocol — Level 2 — Audio Video Transport Service3

ISO/IEC 29341-4-11, Information technology — UPnP Device Architecture — Part 4-11: Audio
Video Device Control Protocol — Level 2 — Connection Manager Service3

ISO/IEC 29341-4-12:2008, Information technology — UPnP Device Architecture — Part 4-12:
Audio Video Device Control Protocol — Level 2 — Content Directory Service*

ISO/IEC 29341-4-13, Information technology — UPnP Device Architecture — Part 4-13: Audio
Video Device Control Protocol — Level 2 — Rendering Control Service3

ISO/IEC 29341-4-14:2011, Information technology — UPnP Device Architecture — Part 4-14:
Audio Video Device Control Protocol — Level 2 — Scheduled Recording Service3

ISO/IEC 29341-14-3, Information technology — UPnP Device Architecture — Part 14-3: Audio
Video Device Control Protocol — Level 3 — Media Server Device®

-

In this document, it is also referred to as AVv1.
2 In this document, it is also referred to as AVv4.
3 In this document, it is also referred to as AVv2, AVv3.
4

In this document, it is also referred to as AVv2.



-18 — IEC 62481-1-1:2017 © IEC 2017

ISO/IEC 29341-14-12:2011, Information technology — UPnP Device Architecture — Part 14-12:
Audio Video Device Control Protocol — Level 3 — Content Directory Service®

ISO 3166, Codes for the representation of names of countries and their subdivisions

ISO 8601, Data elements and interchange formats — Information interchange — Representation
of dates and times, International Standards Organization

ITU-T G.9954, Recommendation, Home networking transceivers — Enhanced physical, media
access, and link layer specifications. ITU-T SG15/Q4 T-REC-G.9954-200701-1, Geneva,
Switzerland.

http://www.itu.int/rec/T-REC-G.9954-200701-I

ETSI TS 102 822-3, Broadcast and On-line Services: Search, select, and rightful use of content
on personal storage systems ("TV-Anytime"), Part 3: Metadata

ETSI TS 102 822-4, Broadcast and On-line Services: Search, select, and rightful use of content
on personal storage systems ("TV-Anytime"); Part 4: Content referencing

ETSI EN 300 468, Specification for Service Information (SI) in DVB systems, Digital Video
Broadcasting (DVB)

IEEE 802.1D:2004, Annex G, IEEE Standard for Information technology — Telecommunications
and information exchange between systems — |IEEE standard for local and metropolitan area
networks — Common specifications — Media access control (MAC) Bridges.
http://standards.ieee.org/getieee802/index.html

IEEE 802.1Q:2003, IEEE Standard for Information Technology — Telecommunications and
information exchange between systems — |IEEE standard for local and metropolitan area
networks — Media Access Control (MAC) Bridges and Virtual Bridged Local Area
Networks--Corrigendum 2: Technical and editorial corrections.
http://standards.ieee.org/getieee802/index.html

IEEE 802.3:2002, IEEE Standard for Ethernet — Telecommunications and information exchange
between systems — Local and metropolitan area networks — Specific requirements — Part 3:
Carrier sense multiple access with collision detection (CSMA/CD) access method and physical
layer specification.

http://standards.ieee.org/getieee802/index.html

IEEE 802.11, System Interoperability Wi-Fi CERTIFIED™ 6 Test Plan Version 2,0,36, Wi-Fi
CERTIFIED™ ac Interoperability Test Plan v1.0.5 Wi-Fi Alliance
http://www.wi-fi.org/testing_information.php

IEEE 1901, Standard for Broadband Over Power Line Networks: Medium Access Control and
Physical Layer Specifications
http://www.IEEE.org

IETF RFC 768, User Datagram Protocol, J. Postel.
http://www.ietf.org/rfc/rfc0768.txt

5 In this document, also referred to as AVv3.

6  Wi-Fi CERTIFIED™ is an example of a suitable product available commercially. This information is given for the
convenience of users of this document and does not constitute an endorsement by IEC of the product named.
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http://www.wi-fi.org/testing_information.php
http://www.ietf.org/rfc/rfc0768.txt
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IETF RFC 791, Internet Protocol, J. Postel.
http://www.ietf.org/rfc/rfc0791.txt

IETF RFC 792, Internet Control Message Protocol, J. Postel.
http://www.ietf.org/rfc/rfc0792.txt

IETF RFC 793, Transmission Control Protocol, J. Postel.
http://www.ietf.org/rfc/rfc0793.txt

IETF RFC 826, An Ethernet Address Resolution Protocol — or — Converting Network Protocol
Addresses to 48.bit Ethernet Addresses for Transmission on Ethernet Hardware, David C.
Plummer.

http://www.ietf.org/rfc/rfc0826.txt

IETF RFC 1122, Requirements for Internet Hosts — Communications Layers, R. Braden.
http://www.ietf.org/rfc/rfc1122.txt

IETF RFC 1123:1989, Requirements for Internet Hosts — applications and support.
http://www.ietf.org/rfc/rfc1123.txt

IETF RFC 1191, Path MTU Discovery, J. Mogul, DECWRL, S. Deering, Stanford University.
http://www.ietf.org/rfc/rfc1191.txt

IETF RFC 1305, Network Time Protocol (Version 3), Specification, Implementation and Analysis,
David L. Mills, University of Delaware.
http://www.ietf.org/rfc/rfc1305.txt

IETF RFC 1738, Uniform Resource Locators (URL), T. Berners-Lee, CERN, L. Masinter, Xerox
Corporation, M. McCabhill, University of Minnesota.
http://www.ietf.org/rfc/rfc1738.txt

IETF RFC 1812, Requirements for IP version 4 Routers, F. Baker.
http://www.ietf.org/rfc/rfc1812.txt

IETF RFC 1945, Hypertext Transfer Protocol— HTTP/1.0, T. Berners-Lee, MIT/LCS, R. Fielding,
UC Irvine, H. Frystyk.
http://www.ietf.org/rfc/rfc1945.txt

IETF RFC 2045, Multipurpose Internet Mail Extensions (MIME) Part One: Format of Internet
Message Bodies, N Freed, N. Borenstein, November 1996
http://www.ietf.org/rfc/rfc2045.txt

IETF RFC 2119, Key words for use in RFCs to Indicate Requirement Levels, S. Bradner.
http://www.ietf.org/rfc/rfc2119.txt

IETF RFC 2131, Dynamic Host Configuration Protocol, R. Droms.
http://www.ietf.org/rfc/rfc2131.txt

IETF RFC 2145, Use and Interpretation of HTTP Version Numbers, J. C. Mogul, DEC, R.
Fielding, UC Irvine, J. Gettys, DEC, H. Frystyk, MIT/LCS.
http://www.ietf.org/rfc/rfc2145.txt

IETF RFC 2181, Clarifications to the DNA Specifications.
http://www.ietf.org/rfc/rfc2181.txt
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IETF RFC 2234, Augmented BNF for Syntax Specifications: ABNF, Ed D. Crocker, Internet Mail
Consortium, P. Overell, Demon Internet Ltd.
http://www.ietf.org/rfc/rfc2234 .txt

IETF RFC 2250, RTP Payload Format for MPEG1/MPEG?2 Video, D. Hoffman, G. Fernando, Sun
Microsystems, Inc., V. Goyal, Precept Software, Inc. M. Civanlar, AT&T Labs — Research.
http://www.ietf.org/rfc/rfc2250.txt

IETF RFC 2279, UTF-8, a transformation format of ISO 10646, F. Yergeau, Alis Technologies.
http://www.ietf.org/rfc/rfc2279.txt

IETF RFC 2326:1998, Real Time Streaming Protocol (RTSP), H. Schulzrinne, Columbia U., A.
Rao, Netscape, R. Lanphier, RealNetworks.
http://www.ietf.org/rfc/rfc2326.txt

IETF RFC 2327:1998, SDP: Session Description Protocol, M. Handley, V. Jacobson, ISI/LBNL.
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IETF RFC 2396, Uniform Resource Identifiers (URI): Generic Syntax, T. Berners-Lee, MIT/LCS,
R. Fielding, U.C. Irvine, L. Masinter, Xerox Corporation.
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Headers, K. Nichols, Cisco Systems, S. Blake, Torrent Networking Technologies, F. Baker,
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Jacobson, Packet Design.
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IETF RFC 3551, RTP Profile for Audio and Video Conferences with Minimal Control, H.
Schulzrinne, Columbia University, S. Casner, Packet Design.
http://www.ietf.org/rfc/rfc3551.txt
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http://www.ietf.org/rfc/rfc3640.txt
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IETF RFC 4343, Domain Name System (DNS) Case Insensitivity Clarification.
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IETF RFC 4352:2006, RTP Payload Format for the Extended Adaptive Multi-Rate Wideband
(AMR-WB+) Audio Codec, Johan Sjoberg, Magnus Westerlund, Ericsson, Ari Lakaniemi,
Stephan Wenger, Nokia.
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IETF RFC 4646, Tags for the Identification of Languages.
http://www.ietf.org/rfc/rfc4646.txt

IETF RFC 5452, Measures for Making DNS More Resilient against Forged Answers.
http://www.ietf.org/rfc/rfc5452.txt

IETF RFC 5952, A Recommendation for IPv6 Address Text Representation.
http://www.ietf.org/rfc/rfc5952.txt

IETF RFC 5966, DNS Transport over TCP - Implementation Requirements, Internet
Engineering Task Force (IETF).
http://www.ietf.org/rfc/rfc5966.txt

ANSI/CEA-766-C, U.S. and Canadian Rating Region Tables (RRT) and Content Advisory
Descriptors for Transport of Content Advisory Information Using ATSC Programme and System
Information Protocol (PSIP)

ANSI/CEA-2033 A, Specification for Electronic Programme Guide Data Interchange. ANSI/CEA

ANSI/ICEA S-90-661, Category 3, 5, & 5e Individually Unshielded Twisted Pair Indoor Cable for
Use In General Purpose and LAN Communication Wiring Systems, Insulated Cable Engineers
Association.

http://www.icea.net/

ANSI/SCTE 128, AVC Video Systems and Transport Constraints for Cable Television
http://www.scte.org/documents/pdf/Standards/ANSI_SCTE%20128%202010-a.pdf

ANSI/SCTE 187-1, Stereoscopic 3D Formatting and Coding for Cable
http://www.scte.org/documents/pdf/Standards/ANSI_SCTE%20187-1%202012.pdf

AHRA, U.S. Audio Home Recording Act of 1992, United States Public Law 102-563, Subchapter
D, Section 1008.
http://thomas.loc.gov/cgi-bin/query/z?¢102:S.1623.ENR:

ARIB TR B-14, Operational guidelines for Digital Terrestrial Television Broadcasting
ARIB TR B-15, Operational guidelines for Digital Satellite Broadcasting

ASF, Advanced System Format (ASF) Specification, Microsoft Corporation.
http://www.microsoft.com/windows/windowsmedia/format/asfspec.aspx

ATSC Standard A/52B, Digital Audio Compression (AC-3) Rev B, Advanced Television Systems
Committee.
http://www.atsc.org/standards/a_52b.pdf

CEA-708, Digital Television (DTV) Closed Captioning: 3D Extensions.
http://www.ce.org/Standards/Standard-Listings/R4-3-Television-Data-Systems-Subcommittee/
CEA-708-1.aspx

HD-PLC Connectivity Verification, Test Guide (111001)

HDMI, High-Definition Multimedia Interface, Specification, HDMI LLC,
http://www.hdmi.org/manufacturer/specification.aspx

HomePlug AV Specification, HomePlug Alliance
http://www.homeplug.org/
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HomePlug AV Compliance, HomePlug Alliance
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HomePlug AV Interoperability, HomePlug Alliance
http://www.homeplug.org/

MoCA MAC/PHY Specification, Multimedia over Coax Alliance
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MoCA Certification Test Plan, Multimedia over Coax Alliance
http://www.mocalliance.org/

OC-SP-CEP3.0-104, OpenCableTM Specifications Content Encoding Profiles 3.0 Specification,
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http://www.cablelabs.com/specifications/OC-SP-CEP3.0-104-121210.pdf

RTP Payload format, RTP Payload Format for Windows Media Audio (WMA) and Video (WMV),
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Universal Unique Identifier, DCE 1.1 Appendix for Universal Unique Identifiers, The Open Group.
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Wi-Fi IEEE 802.11, with WPA2™ 6 WPA™ and WEP7 System Interoperability Test Plan with
ASD Test Engine for IEEE 802.11a, b, and g Devices, Wi-Fi Alliance.
http://www.wi-fi.org/testing_information.php

Wi-Fi Simple Configuration:2011, Wi-Fi Protected Test Plan, Wi-Fi Alliance
http://www.wi-fi.org/testing_information.php

Wi-Fi Direct System Interoperability, Test Plan, Wi-Fi Alliance
http://www.wi-fi.org/testing_information.php

WMM Specification, Wi-Fi WMM (Wireless Multimedia) Specification, Wi-Fi Alliance.
http://www.wi-fi.org

WMM Test Plan, Wi-Fi WMM System Interoperability Test Plan, Wi-Fi Alliance.
http://www.wi-fi.org/testing_information.php

W3C Namespaces, Namespaces in XML 1.0 (Third Edition)
http://www.w3.0org/TR/xml-names/

W3C XML:2004, Extensible Markup Language (XML) 1.0 (Third Edition), W3C Recommendation.
http://www.w3.0org/TR/REC-xml

W3C XQuery, XQuery 1.0 and XPath 2.0 Functions and Operators (Second Edition)
http://www.w3.0rg/TR/2010/REC-xpath-functions-20101214/

7 WEA2, WPA and WEP are examples of suitable products available commercially. This information is given for
the convenience of users of this document and does not constitute an endorsement by IEC of the products
named.
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XML Schema, for ContentDirectory:3 LastChange Event CDS:event-v1-2007
(cds-event-v3-20071128.xsd)
http://www.upnp.org/schemas/specs/av/av3.asp

3GPP TS 23.107, 3rd Generation Partnership Project; Technical Specification Group Services
and System Aspects; Quality of Service (QoS) concept and architecture.
http://www.3gpp.org/ftp/Specs/archive/23_series/23.107/23107-620.zip

3GPP TS 26.244, 3rd Generation Partnership Project; Technical Specification Group Services
and System Aspects;Transparent end to end packet switched streaming service (PSS); 3GPP
file format (3GP).

http://www.3gpp.org/ftp/Specs/archive/26_series/26.244/26244-640.zip
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